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SERAE B BT R AT A — EEHE A AN—/)L~==2T )L Apache2.0 F%+mod_ssl #i (LLF. [AK~==7
VL, UPKI A= U R ALV EEIAE B I TRAE Y oy = /M (LU T, TR a7 ) ORI TSN £%
Apache T 35728 CSR DIER FIE, BT — NGEBHEE AL AN— LT B HIEICOWCRedEL £9,

1-1.CSR &%

CSR (REBFEFEATELK : Certificate Signing Request) [FFEBIEZAERL T 272D DL LRDIE M T, TOWNEITIT.
IMAEDEFRS 2 SSL/TLS Y — Difllf#4: . Common Name (—/30 FQDN) , AR E DIERBEENT
WET, NI T IIABIT/ERR 720 2 CSR ONEE TS, FEAZAERL £,

MITBSTCBIAIBADCB j jJELMAKGATUEBhMCS | AXEDAOBgNVBACTBOF jYWR IbWUxXK jAo
BegNVBAoTIUShdG I vbmFsIE [uc3RpdHVOZSBvZiBJbmZvem1hdG I jozEiMCAGATUE
[ Gu3rQIDAQABoAAWDQY JKoZ IhveNAQEEBQADQQCapoKhuE6WAGPUhpSAJX512/ze
BvHWjt2CBnDeyalVNgr3+zdGKUpvIWYG70RK 1 ss4ST6PDF+RQw+TRdkz | 8 TUF

1-2.0penSSL OFIAIZDULNT

LR % 3G DB B LR DHEDOMER R CSR ORI OpenSSL ZFI 45288 TE LT,

OpenSSL. DAY AR—/LF71E%E OpenSSL Project (http://www. openss|.org) 2D A2 — %y~ OV AR
Z =R 7 AT B L TODA L A= b= =27 V2SR TTZS0,
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1-3.4DY—/N\FEAEAS VA F—ILIZaTILEDLEIZDONT

ARw=a 7 VT, K — S THEHT T CSRAERY — LT, [T A ko @B E ] IcFElk L
V=NV EEHUCRIILET,

Flo BV — SV AN VT DN ER S LA EL [V — SFEAEA AN — U B L B E R IS
WwLET,

[T AR 95y — V]
O+ -#4 T2 -4 LAN

Openssl JavaKeytool iKeyman
Apachel.3 Z&+mod_ssl O - -
Apache2.0 &+mod_ssl O - -
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Tomcat - O -
IBM HTTP Server - - O
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1-4 X EDEHE

AETIZLLTD (e, ) DIEEIZHOWTREEEZL LT,

~=aT v F

BEFIES OnAZEH) a. MAFENRERT DR AT h~DH — NGEH
LIATHGE - B OWT (2 FITRTH)

b, MAEZENFEM T DAL ZT L~D Y — S FE
LEHPGE - RISV T (3 FITFTH)

c. MMAFEBRFERT DAL AT L~DH—\GEH
UGN FHEICOVNT (4 EITEH)

d AKVATFTLA~OHHET v o — K7 4 —<

v MZOWT(5 FEIZEEH)

P — RFEHEA R h— v = 2 TV e. CSREFHAATDIERIFIEITONT
£ P— NEEHEDO A A P L FIEICONT

¥1 LU FOV=a 7 VERIL I — NGEEA VAN — bz =a T L | EREOVET,
FEHAE BRI TIAR S AT A — GEEA U ARN—L~ =27V IBM HTTP Server #
-FERAE B BB T SRS AT A — NGEE AV Ah—/L v =27/ Tomcat(JavaKeytoo)ff
REAE B EIRAT SRV AT Y — SGEEA U AN—/L v =27/ Apache-SSL
-RERAE B BB T SRS AT A — NGEE AV AM—/L v =27/ Apache2.0 F+mod_ssl ##
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2.Apache2.0 F&+modssl (ZLBV— FEHEDF]H

2-1. A&
Apache2.0 s%+mod ssl TH— FEAEZM T D58 ORIHERIFIC OV TRERL £, R, Y — SGEEZA
VAN VT DMAERRDOREIZEY | fiAE R 2 BEWLET, (KRv=27/LTlX Redhat Enterprise Linux ES
release4, OpenSSL0.9.7a-43.1, mod_ssl-2.0.52-9.ent. httpd—2.0.52-9.ent TOELTHAZTLH L TBVET,
1. OpenSSL RAL Ab—LENTNHIL
Apache AL AR—/LENTNDHTE
it S TVD Apache T AT AT 272 mod_ssl 23 AR—/L SN TWDHTE
ssl. conf 77 A /L FETOHMaxt R /etc/httpd /conf. d/ssl. conf
httpd. conf 77 A /L £ COHaxf, A /etc/httpd/conf/httpd. conf

L

ssl.conf 77 A /L DFE

(7) SSLCertificateFile: /etc/httpd/conf/ssl.crt/server.crt (P — SFERHEZEE)

(1) SSLCertificateKeyFile: /etc/httpd/conf/ss|.key/server.key (Fh&sd%aHliE)

(v7) SSLCertificateChainFile: /etc/httpd/conf/ssl.crt/nii—odca2.crt (4[] CA ZERHEAEE)

CSR {ER B IXBEAZE DT 13 o1, T 57212 CSR VERE T AE AR L 7= 7 2 FI LTI &, T T,
FERIZ ., ET BN CSR T2 IER L TIZEW,, 837 D#ER 13 2048bit (2L TLTZEY,

2-2. EHI%E R
ST -CSR AT 2RI, FANCLL T OB O¥EfEE L TTEE,
1. BB T 7 A DU QOOKB FREEDT 74 /L ThiUTE AL D THINENEEA)
K=o TV TIET7 744 % randfilel. txt, randfile2. txt, randfile3. txt LLE 9,
2. H—EEAT HRE# AT L — AL PassPhrase>(12-3-1, 2-3-2 T 1)
3. H—,3 DNCKH— 3 DN DWW T, A7 Y=V MERAERI S F2iE, Nt DN OL— a2 ZHERLIZE
W)

4. CSRZ7A/)41% servername.csr L TCWET,
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CSRIZELRT% DN O/ — L Z L FDEBnERnET,

HH FRENEOBH & EE WA | CFES K ONEEA

Country (C) AEFEBHTIINT TP] EFRFEL TS, | O JPEE
fjl) C=dJP

State or Province AFEEBTEFEALGEWLWTLEEL, X

Name (ST)

Local ity Name (L) AR TIENY TAcademe2] E/ZELTLK | O Academe? EE
=&,

1) L=Academe?

Organization Name (0) 7Rl Y rSMBREROMBEERERLEL | O FADEYF 64 XF
BRELTLESY, COEREEMBEHRED AN
EHRELSFCBBVEDE I, GESEEI0,-/=
f5l) 0=National Institute of Informatics EEBRAR—RDH

fEATIER)

Organizational HMAEZERTIHREOAFEHRELTLS | A - FAOERHKTF 64 X

Unit Name (OU) =&, FLIR

(COERXEBERTRETY) FESEEI0,-./=
(COBIFEHRET S EAFRTY . # EHEBHRR—ZDH
HIEE T A HERIZDEEL TIK.CSREREEFS fEATIEE)
FERADT7 IV r—3onR=_a7ILECH - BHO ZHRET S
REE) HRIE. KT
{5 )0U=Cyber Science Infrastructure FLRA
Development Department

Common Name (CN) H—/NEIBAE RL (2R REhbdHzT-H— | O SIHEEA VR b—
NDEHTZE FON TEHREL T &0, HIZEE LI HXREY—1D
SSL/TLS 4T 584 kAY FQDN T 64 X=F LN
https://www.nii.ac.jp @ B & I [ . EHEEHF. 7.

Twww. nii.ac. jp] &Y ET, FADNIZIFT0 ‘=7 OAHEFRTRE,
Iy FBSMBEEFICERVEZEOVEHERR T, RBELXREIC
A BEEST FON DH ., SEAERITHMNAAE “TE YT IEERT
ERYFET, )
B)) www. ni i.ac. jp
Emai | RPBFEARTIHERALANTLEEL, X
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RSA 2048bit

O« ~MH X+ + - ANFA A -« BT

TE : EAZEOEHRZITIHEIL, ki 27 2 THEBLI E IV,
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2-3.BRT DER & CSR DERL
2-3-1 BT DEMK
LAY DA T EZ TR L ET,
1. BT EAERT D70, 12-2 FFTHEG ) O Fhis 1 THELLZZ 70 (200 KB FRE) & 3 DA TIZS
WV, ZOFTFETIL, BIRLZT7 7 AV O4 % Trandfilel. txt), lrandfile2. txt], lrandfiled. txt &
LTHFLET,

2. HEBLEZ7AVE AEET AL 7RICBEIL TLESN,

$mv <randfilel. txt> <randfile2. txt> <randfile3. txt> /etc/httpd/conf/ssl.key/

3. AT OEREITHIZD ., RO~ FEATILTLIEZSN, SRIOa< REITIiE, EET 4L 27 NIcKE)
L. 2048 bit ® RSA #E~_T7%ERLL. [servername.key | VAL BT CEEIETAZEERLTWET,

$cd /etc/httpd/conf/ssl.key/ <—fEETAL I bU~BEILTLZES0Y
$openss| genrsa -des3 -rand <randfilel. txt>: <randfile2. txt>:<randfile3 txt> 2048 >

servername. key

Generating RSA private key, 2048 bit long modulus
++++++

............... et

unable to write 'random state’

e is 65537 (0x10001)

Enter pass phrase: <PassPhrase> —REEAXITL—XAH

Verifying — Enter pass phrase: <PassPhrase> —FhEHBIRAIL—XEBAN

EE: CORRTABER/IRIL—XE, Y—N\OBEBRSIVIEHABEOM VA ILEITBDELLLE
EEHRTY . BR7ARAHAMP EENDIENTNES, T, FRAMEANICEI S ENTNES, RELGH
ETEELTSY,

4. PERLIZEEAST D77 AN ERIFLET, NI T v 37 ay =T 4 AV IR L  BRBRGFTRIFL
&, #AT O ORAHEF A TIUZ, BEVOT =T — 38 SSL/TLS CTR#L TEZELE
T T HIEN TECLENET, > TRIFTDHAT 77 AN ~DT 7B AEITIMAE BT L
SSL/TLS H— D7 b RSB R/NRIZIRDIIOREL TLIESW, Ko\ Ty TR fFLIc 7 nyt —
T AR EEIMAF OB EINIFRICHER D& S D HFIH TEDIGFT~RE L TIZEW, Fo, §EAT HFL
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HEESATL—XOEHY | fERIZITo TLESW, ST 77 AV O K, T HRAH A7 — XK
NENFELT-GA . FEAEOA ANV T2 7220 ET, ZOE . FiT-lGERELZRFLRBL TN
7272 8T ET OT, THEELIZRN,

2-3-2 CSR MAERK

GET BMERRENIZZ L2 R4 . CSR Z2ERLET,
1. koa< &AL, CSR OIEREBIIAL TIZEW, /RATL —XD AN RKHHLNETOT, 12-3-1

AT DR O FHEE 3 TIERULIZAA RO A7 — X% AH LTS,

$openss| req -new -key servername. key -shal -out servername.csr —CSR 774 LA

Enter pass phrase for servername.key: <PassPhrase> <—FFBINAIL—XAH

2. RATL—XDAINIETHE DN FHRORNEOEMNMThNET DT, 2-2. FRTHEfHIOIDN /L—
JVNZHEV DNIF#RZ AL TLIZEVY, OpenSSL TIIMBEARWEB 2T Ry A )T5281ckh, B+
HIENTEET,
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3. BSRENFRMOASNET 5L CSR MEREIL, servername. csr ([ARFSILET, 2B, ZDOT7 AL
b\ I Ty T eloT GEEERSZHTHIETITRISRE T2 e B0 LET,

4. UTOa<=r R REANTHILICED, CSR ONEEMERTIHIENTEET,

Page 9




AFEH BT XS R T AV — NG A o X s~ =2 T~
Apache2.0-mod._ssl i Ver.1.7

Page 10




AP H BIFE(T S S R T A Y — NG R p— b~ =2 T~
Apache2.0-mod._ssl i Ver 1.7

2-AFIRAEDRFENOIMIBFET

CSR ZAFRAR . B ERH Y XN D7D DFEFIEIITHRE TSV 77 ANV E/ER L AFEL £, AEIERITH
il TSV 77 ANVOVER T, S HIEFICHOETEL T, [FEAE H BRI B RAT MEEFIRENAE M)
B ZHETR<STES Y,

FEHEORITNTE T 5L, KVAT LIV FOA—AREESNET, A— VARSI FE RS
URL IZ7 7 EAL, FEFEOTAGE FEML TESV,
AEBAEFEE URL D@4
(4]
Web $—/GEBEIAT S AT A

#U T ISGEAFEO RS TR SN TOET,

BB DB A M H IR CRAITR 2N E U — AR B A B A2 L E T,

KBNS 17 HLUNIZLL FOGERELR URL ~7 72 AL, — SFEBEOREET>TLESN,
FEAAE RS URL :https://scia.nii.ac.jp/~ <7858 URL IZT7 7B ALFEAEBEDBEEZIToTEIN,
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2-5FHEDA VR k=)L
AREETIX Apache2.0 52+mod_ssl ~DFEHED AL A—/L FIEIZOWTERRLET,

2-5-1 ERi#lE
PRI L LT, — SEEBE R CA R EA T L TEE,

1. [2-4GFAEOSZAE | T ELT— NEEA 2% server. ort LUV BT CEE O FTICRIEL TSN,

2. ] CA GEEZMEL £, LU F O CA GEHEDN———- BEGIN CERTIFICATE PR END
CERTIFICATE——— JETHAL—L T, nii-odcal.crt EWDHARTTRAFL TIZEWY, (RD URL IZT7 7 &AT
HZETRBRDT 7 ANV INABRSILTCODIRT N AT 7 A TEET, )

YRR s https://repol.secomtrust.net/sppca/nii/odca2/

MITEVDCCAzygAwIBAgI1EErmwxzANBgkahk i GOWOBAQUFADBAMAswCQYDVAQGEwJK
UDEYMBYGA1UEChMPUOVDTO00gVHJ1c3QubmVOMScwJQYDVAQLEX5TZWN1cm | 0eSBD
b21tdW5pY2F0aW9uIF Jvb3RDATEWHhcNMDkwMz 1 3MDMxMzUxWhcNMTkwMz I 3MDMx
MzUxW jBIMQswCQYDVQQGEwJKUDERMABGATUEBXMIQWNhZGVZTIxK jAoBgNVBAOT
1U5hdG | vbmF s TE luc3RpdHVOZSBvZiBJbmZvem1hdGl jczENMASGATUECXMEVVBL
STEgMBAGATUECXMXTk | JTEQwZW4gRGOtYWIulENBICOgRz IwggE iMAOGCSaGSIb3
DQEBAQUAA4 IBDwAwggEKA0 IBAQDgFGOJGE jnMbJg14i00KK4aPNr 1gw01ZwJR1dh
41.3cYh6+sKhn/1Sv | iCcbKFsGas9b j27dIN4dnzhyQaaur VmLFyFYtYdv8feyKem
SN7UYUM4SoeAeq6990CPTLI1AQw2aehkPSGHy 7ecH1JX6UYw/40pmFNc+ITID jaf0+
mwJTRM8CtTwvegL7k56fZY inXXtXnh0aiho91,/maDErWOw+AIpPTCDoQGBNng1BJzSJ
h+9eMBq_j1Br jcXULOpgBvzVz5 BXgrUg3zmVg3y jTGNErLnBg3xGxRwxgfCSobvZ
e6MpUePb7Yar CGJIIL2ENGAOp53A0mBr XyWOKIWSLdbQ9n4 jAgMBAAG jggEHMI 1B
AzAdBgNVHQ4EF gQUewoH9x jK jA7TW2r xQgGwsRwLRD T swHwYDVRO jBBgwFoAUoHNJ
mW jchVt | 45soL1efvT08BOgwEgYDVROTAQH/BAgwBgEB/wIBADAOBgNVHQSBATSE
BAMCAQYwSQYDVROTBE IwQDA+0Dyg00Y4aHROcDovL3J | cG9zaXRvenkuc2V jb210
cnVzdC5uZXQvUOMtUm9vdDEVUONSb290MUNSTCS jemwwUgYDVROgBEswSTBHBgoq
gwiMmxtkhwUBMDkwNwY I KwYBBQUHAgEWK2h0dHBZz0 i 8vemVwb3NpdGIyeS5zZWNv
bXRydXNOLm5 | dC9TQy1Sh290MS8wDQY JKoZ I hvcNAQEFBQADggEBAKogogcGLHAD
[ kXmN jCk I9kXn918zHNNn7x03YdMYkgs IkYSAi c9+HwWHJPV12/balx i gpGKkY2vc
SEDwAiHgSsVTHrzY6QyERVSaa | k+C74+sx jxw1JG5LcH+wgt+ExA4mZPAS7vOfgD
kni+71P9Yr |LR19E6K2AQW6G3DT8zhnk0f2+k | +1avDvT74KrhOFo jYZTGF6DF 1o
kBF fvNBdrux4Ck I skhpYQXCAIEuy12CFZUXEtHB5XxeBkntbs2 | fP/rWbg2J11ge
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zZc6shCn3VdrL2douVF jaAX | c8zwys/KI1pLzNSx00GwJdKxFTalzH/emcoKj93Jd
DC1rrFMhoPE=

2-5-2 Bfd] CASEBAZED A VR b—JL
PLFOFmXHE~> T, P CA FEHED A AN—/LEZ{T - TITE N,

T CA REHF DA Ab—/L

FRRE CA FFRAE L M2- 1. B4tk | 41 5 Tatik L 7= ssl. conf 7711 > [8SLCertificateChainFile Cis5EL

iTo
[2-5-1.ZHi i ] TS L/-F M CA FEAEA[2-1. AR 1 () TR L2/ SA~B B L TEE,

$ mv nii-odca2. crt /etc/httpd/conf/ssl.crt/nii-odca2. crt

2-5-3 —/\GEAEDA VR b—IL
B CH—FERAEHZ AL A= VT DG ITL FOFRE LD —SFERA DA A= &2 F ML TLTE
Ey,
P SFEBHEE T2 1L AR SR 5ok 6 TREAR L 7= ssl. conf 77 /LD TSSLCertificateFile THRELET,
[2-5-1. S AiE(H ) CHUSF Lot — SRR A T2- LA SR M O) TR L 7o SASBEI L TIEE,

$ mv server.crt /etc/httpd/conf/ssl.crt/server.crt
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2-6.Apache DX ELEE

AREE Tl Apache | ZFEH B4 H 3272 DR E HFIEICOWTRRIR L E T,
REEOA A= T #, T2-1. BiHRSAF) CRURL7Z ssl.conf 77 A NV OFFEEIT > TITEEW, FEFIEOE
FEAT TS B IXH 2 ICER L 7= f % #t % SSLCertificateKeyFile =, #7- (CfE L7=7E B & %
SSLCertificateFile (. #H7=icIVGL 7= CAGENIE% SSLCertificateChainFile [TRXEL TZSV,
(2-1 AHERMFDLBY THLGEIT REDERIINEIZWETA)

SSLCertificateFile:

—F 74+ )L kTl&/etc/httpd/conf/ssl. crt/server.crt (H—/\SFBHEZZHEHE)
SSLCertificateKeyFile:

—T 74 )L kTld/etc/httpd/conf/ss|. key/server. key (FZRBEEE)
SSLCertificateChainFile:

—F J#)L kTl&/etc/httpd/conf/ssl. crt/server—chain. crt (RRECASIEAEZ%EE)

2-7T.H—/\SIRAEDEEFMZA A VA =L
FH LI — SREEE AV AN LT DG A XL T OFHE I — SFEHEO A AN VAL TLES

VY,

Y= FEHEDOBEME A Ab—V
1. Y —GEREOHEART 2) 2 — AL TTZSN,

$ cd /etec/httpd/conf/ssl. key/

$ mv server. key server. key.old

2. FEHRBOY— FEHEZY R —AL T, RELTLIZEN,

$ cd /etec/httpd/conf/ssl.crt/

$ mv server.crt server.crt.old

3. AR~w=aT IRV, FEFEOEHHGEL EML T30,

4. [2-5-1. T CHRAELZY— NEEAEE [2- 1. 3RS | (7)) TR L7z SA~BBIL TEE W,
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$ mv server.crt /etc/httpd/conf/ssl.crt/server.crt
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2-8. 2B HEER
RECIEA L AN—L LT ZEEZ L5 SSL lfE I RN 72 e 2 ke sk L £,

FERAE DX B R
1. Apache ZEEIL, BRELIZHEL KMIEET,

$ /etec/init.d/httpd stop —Apache D=1t
$ /etc/init.d/httpd start —Apache QEES)

SOV — XTI RAL, SSLBEICHEN 2N EEREFRL TIEEN,
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