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< >
version o o ver3
serialNumber o o
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validity o o
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notAfter o o
Issuer o o
subject o o
subjectPublicKeylInfo o o
algorithm o o
subjectPublicKey o o
< >
authorityKeyldentifier o FALSE
subjectKeyldentifier o FALSE
keyUsage keyCertSign digitalSignature TRUE
cRLSign keyEncipherment
extendedKeyUsage clientAuth TRUE
MS-smartCardLogon
privateKeyUsagePeriod FALSE
certificatePolicies o TRUE
CPS URL
policyMapping FALSE
subjectAltName Microsoft FALSE
UserPrincipalName
issuerAltName o FALSE
basicConstraints TRUE
nameConstraints TRUE
policyConstraints TRUE
cRLDistributionPoints http FALSE
Idap
subjectDirectoryAttr FALSE
authorityInfoAccess OCSP URI FALSE
netscape-cert-type FALSE
VeriSignPrivateExtension FALSE
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RevokedCertificates o o
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< >
ARL CRL
crlEntryExtensions
reasonCode o
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invalidityDate
certificatelssuer
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authorityKeyldentifier o FALSE
issuerAltName
cRLNumber o FALSE
deltaCRLIndicator
issuingDistribution o TRUE
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® HSM Hardware Security Module
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® IC IC Card Smart Card
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arc ITU-T
X.509 OID {0 0 24 509} ISO 4 arc
{10} ISO arcs ISO
ISO/IEC 9594-8 the 1SO number for X.509 OID {1 09594 8}

87



ANSI branch {joint-iso-ccitt(2) country(16) US(840) organization(1)}
NIST CSOR branch {joint-iso-ccitt(2) country(16) us(840)
gov(101) csor(3) pki(4)} PKI INFOSEC
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® RFC(Request for comment)

IESG Internet Engineering Steering Group 1AB
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"Internet Standard"
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® SHA-1 Secure Hash Algorithm 1

SHA-1 Secure Hash Algorithm 2**64
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® SHA-256
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