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{00} 26 arc arc A Z
arc ITU-T X.509
OID {00 24 509} ISO 4 arc {10}
ISO arcs ISO ISO/IEC 9594-8

the ISO number for X.509 OID {1 09594 8}

ANSI branch {joint-iso-ccitt(2) country(16) US(840) organization(1)}
NIST CSOR branch {joint-iso-ccitt(2) country(16) us(840) gov(101) csor(3)
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PKI

® PKIX Public Key Infrastructure X.509
X.509
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IESG Internet Engineering Steering Group 1AB Internet
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® RSA

1977 Ron Rivest Adi Shamir Leonard Adleman

RSA 2 RSA
2
RSA 2 p q n=
Ppg n (p-1)(a-1) e
ed-1  (p-1)(g-1) d
(n,e) (n,d)
(n,d) (n,e)
n p q d
RSA 2
P q
n
m m**e (mod n) = ¢
(n,e) c c**d (modn) =m
d m c**d (modn) =m
m m**d (mod n)
=s (d,n) m s
s**e (mod n) = m
(e.n)
h
h(m)=v \Y S
m s m s
m s
V' s h(m’) = v" vV
m' m

® SHA-1 Secure Hash Algorithm 1
SHA-1 Secure Hash Algorithm 2**64
160

® SHA-256
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256
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Netscape Communications
Web

SSL  HTTP TCP
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SsL

ssL 2

(a) SSL SSL

SSL

(b) SSL

® S/MIME

SHA-1

to

Secure/Multipurpose Internet Mail Extensions

® TLS(Transport Layer Security)

TLS 1.0 SSL 3.0

TLS

® X.500
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PKI X.509

DN

"userCertificate"
® X.509
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X.509 X.509 X.509 CRL
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X.509 2

® X.509v3

X509vl v2 v3

X.509 vl v2 X.509 CRL vl v2
X.509 vl

X.509

v2 v3 8 9 v3 10

® X.509 v3 key usage
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