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UPKI-Pass — An Improvement of the System Combining FCF
Campus Cards and A Certification Storing Server to Utilize PKI
Client Certificates

MOTONORI NAKAMURA™'  TAKESHI NISHIMURAT!
KAZUTSUNA YAMAJI'!

Stronger authentication methods should be used since weakness of password authentication has been widely known. Client
certificates based on public key encryption mechanism is widely known as one of stronger authentication methods. But, it has not
been widely deployed because of difficulties of its management at user side and costs. By the way, Smart Card based on FCF
Campus Card standard is widely deployed in universities in Japan as Student certificates and/or Staff/Faculty member
certificates. But the FCF Campus card format does not have an area to store a pair of keys (secret key and public key) in it, and it
does not have mechanism for tamper resistance like TMP or HSM to protect secret keys not to be picked out. So it is difficult to
utilize client certificates with FCF Campus Cards. To overcome such difficulty, a mechanism called “JCAN Pass” has been
proposed to utilize Client Certificates with FCF Campus Cards by adding a Certificates Storing Server. In this report, a new
mechanism called UPKI Pass is proposed. UPKI Pass improves security of “JCAN Pass™ and fits to issuing procedure for UPKI
client certificates.
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