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10. ARL/CRL
(1)
< >
version o o ver3
serial Number o o
signature o o
validity o o
notBefore o o
notAfter o o
I ssuer o o
subject o o
subjectPublicKeylnfo o o
agorithm o o
subjectPublicK ey o o
< >
authorityK eyldentifier o FALSE
subjectK eyldentifier o FALSE
keyUsage keyCertSign digital Signature TRUE
cRLSign keyEncipherment
extendedK eyUsage clientAuth TRUE
MS
smartCardLogon
privateK eyUsagePeriod FALSE
certificatePolicies o TRUE
CPS URL
policyMapping FALSE
subjectAltName Microsoft FALSE
UserPrincipalName
issuerAltName o o FALSE
basicConstraints o TRUE
nameConstraints TRUE
policyConstraints TRUE
cRLDistributionPoints http FALSE
Idap
subjectDirectoryAttr FALSE
authoritylnfoAccess OCSP URI FALSE
netscape-cert-type FALSE
VeriSignPrivateExtension FALSE




@) ARL/CRL

< >
ARL CRL
Version o o ver2
Signature o o
|ssuer o o
thisUpdate o o
nextUpdate o o
RevokedCertificates o o
userCertificate o o
revocationDate o o
crlEntryExtensions
crlExtensionts
< >
ARL CRL
crlEntryExtensions
reasonCode o
holdlI nstructionCode
invalidityDate
certificatel ssuer
CrlExtensions
authorityKeyldentifier o FALSE
issuerAltName
cRLNumber o FALSE
deltaCRL Indicator
issuingDistribution o TRUE
Point
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3) OCSP
OCSP

reqCert

reqCert
hashAlgorithm Algorithmldentifier -
issuerNameHash OCTET STRING -
issuerk eyHash OCTET STRING -
serial Number INTEGER -
BasicOCSPResponse ResponseData
version INTEGER vl
responderlD
Name
ountryName OID 2546
PrintableString JP
OID 25410
organizationName PrintableString o oUniversity
commonName OID 2543
PrintableString o oUniversity PrivateCA
OCSP Responder
roducedAl GeneralizedTime yyyymmddhhmmssZ
esponses
certiD
hashAlgorithm Algorithmldentifier
OCTET STRING
issuerNameHash
issuerKeyHash OCTET STRING
serialNumber INTEGER
certStatus Good[Q],revoked[ 1] ,unknown[ 2]
thisUpdate GeneraizedTime yyyymmddhhmmssZ
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11.

RFC2828!
RFC2828
® Access Control
® Algorithm
) Suspension
® Subordinate CA
CA
° Key Pair

! http://lwww.ipa.go.jp/security/rfc/RFC2828-03AJA. html#access%20control
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Compromise
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self-signed certificate
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X.509 DN
{ Revoke certificate revocation
CA
X.509 CRL
CRL
{ Certificate Revocation List = CRL
CRL CRL
CRL
CRL
ARL ACRL
) Relying Party
(
L Registration Authority = RA
CA PKI
CRL CRL
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PKI

PKIX
RA

CA CA

CA 2
CA CRL
CA
RA CA
RA
CA RA PKI

PKI

Public-key Certificate

Digital Signature
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(

X.509 )

CA
CP/CPS

CPS Certification Practice Statement
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CPS CA

(a) CA
(b) CA
(c) CA
(d)

CPS
CA CA
1 CPS CA

CPS CA

hash result

cryptographic hash function

(@)

(b) 2
(©)
cryptographic hash
® Private Key
® Hardware Security Module
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Profile

CRL

Identification & Authentication

2
)
Repository
CRL CPS
LDAP
HTTP

Certificate User

Root Certification Authority

CA

PKI1 Hierarchical PKI
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certification hierarchy CA

PKI root 2 CA
CA 3 CA
PKI
PKI
root

certification hierarchy

o Log

A G

® ARL Authority Revocation List

CA

® CA Certification Authority

® CN Common Name

"commonName" X.500 DN

® CRL Certificate Revocation List

® DN Distinguished Name

X.500 DIT Directory Information Tree
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DN DIT
X.509 CRL DN X.509
DN

® FIPS 140-1 Federal Information Processing Standard

4
"Level 1" to "Level 4"
(EMI/EMC) NIST
CSE Communication Security Establishment
® FIPS 140-2 Federal Information Processing Standard
4 FIPS 140-1 FIPS 140-2
2 11

® FQDN Fully Qualified Domain Name

® HSM Hardware Security Module

® |C IC Card Smart Card

CPU
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PC

® |ETF Internet Engineering Task Force

ISOC
IETF WG

Area Director I1AB IESG
IETF

® | DAP Lightweight Directory Access Protocol

X.500
Access Protocol

® OCSP Online Certificate Status Protocol

OCSP CRL

OCSP

® PIN Personal Identification Number
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® OID Object Identifier

ASN.1

OID
X.500 arc
OID

OID 3 arc
{0} ITU-T
{1} 1SO

{2}

ITU-T 4 arc {0 0} ITU-T recommendation
{0 0} 26 arc arc A 4
arc ITU-T
X.509 oID {0 0 24 509} ISO 4 arc
{10} ISO arcs ISO
ISO/IEC 9594-8 the ISO number for X.509 oID {1 09594 8}

ANSI branch {joint-iso-ccitt(2) country(16) US(840) organization(1)}
NIST CSOR branch {joint-iso-ccitt(2) country(16) us(840)
gov(101) csor(3) pki(4)} PKI INFOSEC
branch {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101)
dod(2) infosec(1)} PKIX OoID {iso(1)
identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) 1 1}
PKIX arc arc

® PKI Public Key Infrastructure

PKIX
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PKI
(@)
(b)
(©)

CA
PKI
PKI
CPS
PKI PKI

confirmation
PKI

® PKIX Public Key Infrastructure X.509
X.509

® RA Registration Authority

® RFC(Request for comment)

IESG Internet Engineering Steering Group
Internet Architecture Board

"Internet Standard"

® RSA
1977 Ron Rivest Adi Shamir Leonard Adleman
RSA 2 RSA

48

IAB

RA



RSA 2 P q n=

Pq n (p-1)(a-1) e
ed-1  (p-1)(g-1) d
(n,e) (n,d)
(n,d) (n,e)
n p ¢ d
RSA 2
P q
n
m m**e (mod n) = ¢
(n,e) c c¢**d (mod n) =
m d m c¢**d (mod
n)=m
m m**d (mod
n)=s (d,n) m s
s**e (mod n)
=m (e,n)
h
h(m)=v \
S m s m' s
m s
V' s' h(m') = v" V'
v" m' m
® SHA-1 Secure Hash Algorithm 1
SHA-1 Secure Hash Algorithm 2**64
160
® SHA-256
FIPS 180-2 SECURE HASH STANDARD SHA-1
256

® SSL Secure Socket Layer

Netscape Communications
Web

to
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SSL HTTP
SSL
SSL
IPsec
SSL 2
(a) SSL
SSL

(b) SSL

® S/MIME

TCP

SSL

Secure/Multipurpose Internet Mail Extensions

® TLS(Transport Layer Security)

TLS

TLS

vV X

® X.500

ITU-T
X.500 - X.525

IS 9594-1

SSL 3.0

X.500
oSl

IS 9594-x
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X.500
DN
PKI X.509
DN
"userCertificate"
® X.509
ITU-T
X.509 X.509 X.509 CRL
1SO IS 9498-4

X.509 2

® X.509v3

X509vl v2 v3

X.509 vl v2 X.509 CRL vl v2
X.509 vl

X.509

v2 v3 8 9 v3 10

® X.509 v3 key usage
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UPKI PKI
PK1 CP/CPS

UPKI
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